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1 Introduction

1.1 Overview

MMS/ SMS Over Internet Gateway (MolP Gateway) is a device which reduces costs when Send
SMS. It enables direct routing between IP, digital, analog and mobile networks.

MolP Gateway is now used more and more for telephone carriers to land their IP Send SMS to
mobile network. In those areas where fixed line services are unavailable or much more expéensive
than the mobile cost, MolP Gateway is an irreplaceable alternative.

The following figure shows a basic topology of MolP Gateway usage.

. & - i
E v obith N —
P — Ne _‘ . - |
Phone Softswitch ——

| B[] -

1.2 Glossary

VolP: Voice over Internet.Protocol.

SIP: Session Initial-Protocol.

DTMF: Dual Tone Multiple Frequency.

IMEI: International Mobile Equipment Identity (with15 digits).

ASR: Answer Seizure Ratio.

ACD: Average Send SMS Duration.

PDD: Post Dial Delay.

LCR: Least Cost Routing.

USSD: Unstructured Supplementary Service Data. GSM: Global System Communications.
CDMA: Code Division Multiple Access.

WCDMA: Wideband Code Division Multiple Access.

CDMA: Code Division Multiple Access

LTE(FDD-LTE TDD-LTE): Long Term Evolution

SMPP: Short Message Peer-to-Peer Protocol, It is one of the standard protocols for the
external access interface of the short message service center system

YX Technical department ~ 5~
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2 Equipment Information

2.1 Product Brief

YX series MolP Gateway is a multi-functional and high performance product, which is designed
with advanced embedded technology. YX series is able to process traditional SMS service with
internet communication service.

YX series MolP Gateway please check the following table about the difference:

Sim capacity in , . Frequency(optional)
Model Number Channel Total sim capacity
each channel

YX MolP 4-4 4 1 4 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 8-8p 8 1 8 GSM / CDMA /[ WCDMA / 4G(LTE)

YX MolP 8-8s 8 1 8 GSM / CDMA / WCDMA / 4G(LTE)

YX MolP 8-32 8 4 32 GSM/CDMA / WCDMA / 4G(LTE)
YX MolP 16-16 16 1 16 GSM /CDMA / WCDMA / 4G(LTE)
YX MolP 16-64 16 4 64 GSM/ CDMA / WCDMA / 4G(LTE)
YX MolP 16-128 16 8 128 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 16-256 16 16 256 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 16-512 16 32 512 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 32-32 32 1 32 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 32-64 32 2(1 Big+1 Small) 64 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 32-128 32 4 128 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 32-256 32 8 256 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 32-512 32 16 512 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 64-64 64 1 64 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 64-256 64 4 256 GSM / CDMA / WCDMA / 4G(LTE)
YX MolP 64-512 64 8 512 GSM / CDMA / WCDMA / 4G(LTE)

2.2 Appearance
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® 4/8/16/32/64 Antennas

® 1 USB Serial Port (Baudrate 115200)

® 1 Network Interface (RJ45)

® 1 Power Interface (DC 12V 3A/5A/7.5A/8A)
® 1 Power light

® 1 Reset Button

® 4/8/16/32/64/128/256/512 SIM card slots

© 4/8/16/32/64/128/256/512 LED lights

2.3 Special Features

@ BO(Bandwidth Optimization)
® Support SIM Bank
® VPN(pptp)
® SIM Card Rotating

€ SIMcard check and switch rules:
Consecutive GSM Release Cause Checking
Accumulated SMS Count Checking
Accumulated Failed SMS Count Checking
Consecutive Failed SMS Count Checking
Accumulated Received SMS Count Checking
Reasons for SMS module error
Port Inter Call Checking
@ Station intelligent switching(By switching rules)
® ERMS(Easement Remote Management System)
® \Web Browser: Firefox/Chrome /IE/Opera

S R
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2.4 Specification

GSM/CDMA/WCDMA/4G(LTE) SMS Gateway

Number of Channels

4 channels 4 SIM slots

8 channels 8/32 SIM slots

16 channels 16/64/128/256/512 SIM slots
32 channels 32/128/256/512 SIM slots
64 channels 64/256/512 SIM slots

GSM, CDMA, WCDMA, LTE(When purchasing 3G or 4G equipment,

Frequency please confirm the frequency band and module with the account
manager!)
SMS Specification SMPP3.4/ HTTP API/ EIMS

Network Protocols

DHCP/PPPoE/VPN(pptp)

Number of Ports

1 WAN 10/100Base-T Ethernet(RJ-45 connector)
1 Console(USB)

1 Power and 4/8/16/32/64groups of card online and running status

LED indicator
Power Supply 100-240VAC, 50 -60:Hz IN, 12VDC 3A/5A/7.5A/8A Out
Operating Operating temperature: 0 - 50°C
Warranty 12:Months

2.5 Mobile Features

® SMS Send, Receive and Forward(GSM/SIP/HTTP)

® SMS Inbox
® AT Command , USSD

® SMS Format: PDU/TXT
® PIN Code Management

® Carrier Selection

2.6 Maintenance and Management

® Multi-language Interface

® USB Serial COM

® Configuration Backup and Restore
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® Support HTTP/TFTP Upgrade
® WEB Remote Management System
® SMPP support
® HTTP Command

3 Equipment Installation

This chapter describes how to install a new MolP Gateway to a physical network environment,
how to initialize it and start it in a proper way.

3.1 Network Setup

Network is a prerequisite to install MolP Gateway. The following figure shows the topology of
Network with Moip Gateway connected.(No LAN port)

Switch/Router

3.2 Equipment IP Address

The default IP of MolP Gateway WAN port is 192.168.1.10, while the default LAN port IP is
10.10.10.1(The Version not up the LAN port).

3.3 Equipment Connection

Follow the steps below to install the MolP Gateway to Network.

YX Technical department ~ 9~




@Y.,;X Inigteme[:p}ion&l
GSM/CDMA/WCDMA/4G(LTE) SMS Gateway

1) Fix the antenna to the MolP Gateway.

2) Insert SIM card(s) to slots.

3) Connect an Ethernet Cable to the WAN port of MolP Gateway. The other end of the
Ethernet Cable should be connected to Network port of route or switch.

4) Connect an Ethernet Cable to the Network port of MolP Gateway. The other end of the
Ethernet Cable should be connected to PC or other network device. (Optional)

5) Power on the MolP Gateway.

3.4 LED Indicators

There are a set of LED lights in the front of MoIP Gateway. Lights will be on or glittering:'when the
MolP Gateway is power on and running. The following table describes various meanings of status
corresponding to LED lights in different display color.

Power It indicates whether the system is running or not.

Lock card That one Card slot light flashing(0:8s/times)

No balance/ Send SMS
Duration Limit/ SMS Control
(Meet these conditions
when the lock card)

The device did not start
successfully

That one Card slot light flashing(2s/times)

All slot lights keep-bright

*4 Web Settings

This chapter describes how'to set up MolP Gateway through Web Page. There is a built-in web
server which can be accessed at'URL: http://GATEWAY _IP/, while GATEWAY _IP is the WAN IP
address of the MolP Gateway;.such as 192.168.1.10.

As an example, the following introduction will base on the MolP Gateway with WAN IP
192.168.1.10.

4.1 Login

First, connect a computer to the same LAN with MolP, add the MolP IP segment in the
computer.
If your computer's IP address is not 192.168.1. XXX, how to change:

YX Technical department ~ 10 ~
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Networking | Sharing

Connect using:
@ Intel{R) 82567LM Gigabit Metwork Connection

This connection uses the following tems:

B Q05 Packet Scheduler A
[T -« Microsaft Network Adapter Multiplexor Protocol

<& Microgoft LLDP Protocol Driver

«&. Link-Layer Topology Discovery Mapper /0 Driver

wi Link-Layer Topology Discovery Responder

w |ntemet Protocol Version & (TCP/IPy

General

Connection
IPv4 Connectivity: Internet
IPv& Connectivity: Mo Internet access
Media State: Enabled
Duration: 02:48:02
Speed: 100.0 Mbps

Intemet Protocol Version 4 (TCP/IPv4)

L4

intat | [[_oootes
Description
Transmigsion Control Protocol/Intemet Protocal. The defautt

wide area network protocol that provides communication
across diverse interconnected networks.

-
Sent —— m{ = Received
Cd

Bytes: 18,614,025 | 540,647,054

| BDisable | Disgnose |

General

‘fou can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i) Obtain an IP address automatically

(@) Use the following IP address:

IP address: | 12388 & . |
Subnet mask: 255 .255. 0 |
Default gateway: | ; : : |

i) Dbtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server: | . . . |

Alternate DNS server; | ; . ; |

[ validate settings upon exit

Save it

Open web browser and access URL http://192.168.1.10. The default login page will be displayed
as following.
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CH | EN

GolP Gateway

boocount

Fazsword

The default login account and password are:

Account

root

Password

root

Submit

It is recommended to use IE/FireFox/Chrome to access the web pages. After successfully logged

in, the main page to set Gateway is as following:

More Easy-communication

GolP32/128 Version: 4.6.0.788 CN|EN

+ Status Information Path: Guider-Initial Setting

() =

+ Gateway Settings

+ System Settings

— Guider O DynamicIP
* Initial Setting ® staticIP
WAN IP:
IP Mask:
Default Gateway:

YX Technical department
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5 Guider

Guider will be described in this paragraph. The most frequently modified parameters and most of
the individual parameters are listed in this page.

GolP32/128 Version: 4.6.0.788 CN|EN

More Easy-communication

+ Status Information Path: Guider-Initial Setting £

+ Gateway Settings

+ System Settings
— Guider O DynamicIP

* Initial Setting ® staticIP
WANIP; [192.168.1.10

IP Mask: |255.265.255.0
Default Gateway. [192.168.1.1

WAN port is to connect to switch or route then you can use PC that on the'same LAN network to
login. There’s three types of wan connect.

Static IP: You can set WAN IP,IP Mask, Default Gateway and DNS-Server of WAN port to
connect the Internet.

Dynamic IP: You can get IP address ,IP Mask ,Default Gateway and DNS Server dynamiSend
SMSy from your DHCP server.

PPPoE: In this mode,you can use MolP device to dail-up network. You can set User Name and
Password which you get from your ISP. And you also-can set MTU and Service Name.

+»6 Status Information

6.1 Port Status

6.1.1 Port Status

The screenshot below shows the port status.
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Path: Status Information->Port Status Refresh |

C TIPS aich Reset Locked Sim -

1 2 3 4 5 G 7 8
- - - - - - - -
g 10 11 12 13 14 15 16
- - - - - - - -
Note: \w Card Detected OCard Inserted O Registering Card a Register OK . Calling
% Paort Inter-Calling % Inter-Calling holding @ Access Mobile Metwork No Balance . Register Failed
(=) Locked {33 Locked By Operater (=) Locked By User (D) SIM Problem {+4) Module Problem
(T) Response timeout

LED A/B/C/D(.01-.16) displays in accordance with the lights on the front board of MolP Gateway.
Port 1 to 4/8/16/32/64 relate to the physical port of MolP Gateway. The following table shows the
relationship between LED color and port status.( When registering a card, the description of the
card may not be displayed in real time. Please refer to the information displayed on the icon)

Mote: (g Card Detected OCardlnserted ORegistering Card ‘RegisterOK .Calling
Ma Balance @Register Failed  (S)Locked X)Locked By Operator(5)Locked By User

6.2 Device Status

The screenshot below shows the SIP and Module status.(Moip does not have SIP functionality)

SIP Status =

Paortho. Reagistration Status Module Status IMEI
1 Ready Yes 865328020592475
2 Yes 865328020594914
3 Yes 8653280206595382
4 Yes 865328020694575
5 Yes 865328020731336
B Yes 865328020729645
f Yes 865328020725965
g Yes 865328020730353
9 Yes 865328020693411
10 Yes 865328020700661

The status columns are specified as following:
® Port No: The physical port sequence from 1 to 4/8/16/32/64.
® Registration Status: Shows the port registration to SIP server infomation status.
® Module Status: Shows the port Module use status(Yes/No). If NO is displayed,please try
restarting. If still, Please contact YX NOC
® IMEI: Specify the port current using of IMEI.
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6.3 System Status

The screenshot below shows the system status. It includes WAN status, LAN(please ignore) and
others. The reported information can help you get the system status detail in a fast, simple way.

Conneaction Mode: Static Connection Status: Connected
IP: 192.168.1.10 Default Gateway 192.168.1.1
DMS Server IP: 192 168.1.1 MAC Address: 00-32-f1-00-57-f

LAN Status

IP: 10.10.104 IP Mask: 2552552550
DHCP Server Status:  Enabled

Current Time: 2017-12-02 16:48:07 +8:00 Running Time: & Hr 18 Min 27 Sec
Hardware Version. 52025 Firmware “ersion. 037
Software Version: 516-476-829-041-100-070 Released Time: Jan 20 2017 11:36:09 r3830

6.4 Traffic Statistics

This is used to count the internet traffic of the card in use

Data List | Show Cur || Show Al | | Clear Data |
Last 24 hour Recent Internet
|| Port Total Flow Day flow Last hour traffic Last visit URL
traffic traflic
I 1B 0 0 0 0 0
I 24 1] 0 0 ] 0
3A i) ] 0 0 i

6.5 Media Statistics

Here statistics IP network media and traffic data situation
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Media Statistics =

Data List | Show Cur || Show All | | Clear Data |

| Port. Codec Remote IF:Port  Local Port  Tx pkts/iBytes Tx Rate/Bytes Rux pkis/Bytes Rx Rate/Bytes
72.11.140.170:600

1B G729 16868 1209 [/ B9466 49 '3 5KB/s 1164 /BE6136 51 /3 TKB/s
28
1 2A 0.0.0.0:0 ] 0/0 0/0B/s 0/0 0/0Bfs
L 3A 0.0.0.0:0 0 0/0 0/0Bfs 0/0 0/0Bfs
7211.140170:601
| 4C G729 16874 1184 /B7520 B0/ 36KBs 1165786210 40 /3 5KB/s
oo
6.6 SMS Statistics

Here Statistics SMS send and receive, send failure and success of the situation

SMS Statistics =

Data List | Show Cur || Show All | | Clear Data |
|| Port SIM Status Received Sent SentOK  Send Failed Con. Failed Sending Success Rate
| Total 73 76 55 21 0 0 T237%

| 18 w 2 3 1 2 0 0 33.33%
2A

6.7 Inter Call Statistics

Path: Status Information-=InterCall Statistics Refresh |

InterCalling Statistics =

Part State Duration Inc. Calls Qut. Calls Success Failed Rewd SMS Sent SMS Descriptions

1B IDLE ] ] ] ] ] 0
2A IDLE ] 0 0 0 0 0
3A IDLE ] ] ] ] ] 0

The status columns are specified as following:
® Port No: The physical port sequence from 1 to 4/8/16/32/64.
® State: Specify the Send SMS status.
® Duration: Specify the Send SMS duration.
® Inc Send SMS: Specify the total incoming Send SMS since the last start up of Inter calling
system.
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® Out Send SMS: Specify the total outgoing Send SMS since the last start up of the Inter calling
system.
® Success: The number of successes in Inter calling
® Failed: The number of failed in Inter calling
® Rcvd SMS: Specify the total received SMS since the last start up of the system.
® Sent SMS: Specify the total sent SMS since the last start up of the system.
® Descriptions: Specify the card status.

7 Gateway Settings

7.1 Network Settings

The screenshot below shows the operation mode to set VPN settings, and the protocol of vpn is
PPTP & OoenVPN.

PPTP-VPN Settings i

VPN Support: Enahled | *Supportthe FPTP-VFN
Server Address: |1.1.1.1 |

|
Username: ||th|:| Username |

Password: |a-aaa-aaa |

Local IP: 0000

Remote IF; 0.0.0.0

Fields are specified as following:

® VPN Support: Whether support'VPN or not.
Server Address: Specify the VPN server address.
Usename: Specify the username of VPN.
Password: Specify the password of VPN.
Local IP: The VPN client ip.
Remote IP: The VPN remote ip

Hetwork Management Settings

Web Port (80 | TelnetPort |23 |

The default port of web server is 80. The field Web Port is used to set another different port for
web.server. For example, if field Web Port is set to 8080 and wan IP is 192.168.1.10, the web pages
then should be accessed through URL: http://192.168.1.10:8080 from this computer.

The field Telnet Port is used to change the default port of telnet service.
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7.2 SIP Setting

Path: Gateway Settings-=SIP Setting | Refresh |
Advanced Settings -
Forbid GEM Call'@: DEnabIed * excluding white list numbers

GSM Auto Answer® - [] Enable

Auto Answer Time: |D * Secs

| submit |

This function is used to handle the telephone function of incoming calls to MOIP devices

7.3 Port Setting

7.3.1 USSD Operations

The screenshot below shows the operation mode of USSD operation to MolP Gateway.

USSD Operations =

o1 Ooz oz o4 Cos Cos o7 Cos
B Flog: Flao: Flar Flaz: [Fqa Flag Flos Flas
O47 042 O19 Oz 21 M2z 23 C24
Flos Flze Floy: Flzs [Flog Flag: Flag [Flaz
AT Command: | | [ Send. J
USSD Command: [*102# | [(send.. | [ cueryan |
Time Interval(min}: |E| |[ Save ]
Manually Call: | | [(stant |
Fort Status Content Qperation
14 ... [10-04 00:21:19] USSD is sent, please wait ..
18 -
1C -
10 -
24 ﬁ [10-04 00:21:19] USSD is sent, please wait ..
28 -
2C -
20 -
34 @  [10-0400:21:19] USSD is sent, please wait ..
Elz] -

Fields are specified as following:
® Select port: Choose some or all port to execute AT or USSD command.
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® At Command: You can enter AT command then execute to the port which you select.
® USSD Command: Enter USSD query command.

® Time Interval: Query balance regularly.

® Manually Send SMS: Manually input a number, let the sim card mark a Send SMS

7.3.2 Base Settings

The screenshot below shows the operation mode to set Basic Settings of Port settings

Metwork Type: |Auto v|

Register Type: |\.-'oit:e metwork v|
VoLTE Configuration: |Auto v|
Unnormal SIM Supp: | Enable

[ submit

It's for choosing the frequency(Auto/2G/3G/4G) band and whether reqgister type(Voice/Data),
VOoLTE enabled or not(Auto/Disabled/Forced). When the gateway can’t detect the SIM and you sure
the install SIM is right, we need to enable Unnormal SIM Support.

7.3.3 Hardware properties

The screenshot below shows the operation mode to set Hardware properties.

Hardware Properties =

FPorlo. Type Disable Bind SIM Card Inputvel  Outputiol Balance Operations
1 esMm [0 M@aFB®cED |o | 12 | Jooo | [[Restart |[ More>> ]
2 osM [0 ©aMFeMcED [0 | 12 | fooo | [[Restat ][ More>> ]
3 esM [0 MaFB®cED o | 12 | Jooo | [[Restart |[ More=> ]
4 osMm [0 MaMB®CcED [0 | 12 | jooo | [ Restar |[ More=> |
5 oS [0 MaMsMcHED |0 | 12 | jpoo | [ Restart |[ Mare>> ]
8 oGS [] [MaFlB®cED |0 | 12 | jooo | [ Restart |[ More>> ]
7 osm [0 MaMsMcED |0 | 12 | jooo | [ Restart |[ more>> ]
8 osMm [0 MaFlBMcHED [0 | 12 | jooo | [ Restart |[ More>> ]
3 osm [0 @aFeMEcED |0 | |12 | looo | [ Restart | [ More== |
0 oM [0 @aFleEcED [0 | 12 | looo | [ Restart | ETigre== J
Huotline: I: Unconditional Forward:
Busy Forward: I: MoAnswer Forward: ‘:

The columns are specified as following:
® Port No: The MolP Gateway mobile port. Each port contains one or four card slots. Port No
starts from 1 to 64.
® Type: Values are GSM/CDMA/WCDMA. (According to your module.)
® Disable: Specify whether enable or disable this port.
® Bind SIM Card: The SIM card that not bind will be locked by gateway.
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® Input Volume: Specify the input voice volume of this port.
® Output Volume: Specify the output voice volume of this port.
® Balance: Shows the current balance of sim card
® Operations:
€ Restart: Restart the module

7.4 Basic Station(3G/4G devices do not have this function)

7.4.1 Basic Settings

The screenshot below shows the operation mode to set globally for base settings.

Basic Settings

Max Channels: |

Lowest Valid Signal: | dhm

Switch Period: | Minutes

Base Balancing: ) Disable & Enable

Fields are specified as following:
® Max Channels: Specify the max base stations
® Lowest Valid Signal: Specify the lowest valid signal
® Switch period: Specify the period of switchingbase station
® Base Balancing: Specify whether enable base balancing, we suggest disable it.

7.4.2 Base stations Settings/Operations

The screenshot below shows the operation mode to set base stations settings and operations

Base Stations Settings/Operations =

Base
FPort Mo Base Selection ) White List Black List Operations
Station
1 o2 | || |
2 2 | || |
s |oseomm | ar | || |
122(-81dbm)
4 111(—Bﬁdbm} 122 | | |
| T - |
oAb v o | | |
7 aw - 0| || |
s Ao - o | | |

® Port No: The MolP Gateway mobile port. Each port contains one or four card slots. Port No.
starts from 1 to 4/8/16/32/64.
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Base Selection: the default base selection mode is auto which makes the devices to
choose mobile base automation Send SMS, if you want to switch base station periodiSend
SMSy, pleasure select Poll, and you can set the switch period.
Base Station: The current using of base station.
White List: Specify the white list of base station, can be multiple, use a comma.
Black List: Specify the black list of the base station, can be multiple, use a comma.
Operations: When click the refresh button will change a new base station.

7.5 IMEI Setting

Specify IMEI Prefix: The screenshot below shows the operation mode to set IMEI for.each card
inserted in MolP Gateway SIM slot.

® Specify IMEI Prefix 2 Customize Range Get IMEI From Server
IMEI Switching =
# Enable Continuous call failure: (20

Enable Cnline Time(Min): ,IZI

Enable Calls Num: o

Enable Talks Mum: o

—_— Call dur. =
Enable Call dur. Valua(Min): 10 IED
Prd(Sec):
| Submit || Reset |

Port IMEI =

Port IME] A B C D
864460031218614 86446003121 86446003121 86446003121 86446003121 |

2 B64460031218531 (36446003121 86446003121 (86446003121 [B6446003121 |

3 B64460031218143 36446003121 86446003121 186446003121 86446003121 |

IMEI Switching: IMEI switching conditions can be set here, you can automation Send SMS
change the IMElwhen needed

Port IMEI:"You can fill IMEI in the corresponding SIM card slot. IMEI a total of 15 figures, including
the custom 14 and one last check code, you can fill in the 14 numbers, the check code will
automation Send SMS fill complete. You can also fill in less than 14, the device will automation
Send SMS fill in other numbers, which is automation Send SMS change IMEI in accordance with
the prefix IMEI.

The specified IMEI, instead of the default IMEI of the card, will be used for the corresponding card
to communicate with mobile base.( Set IMEI here will take effect immediately)

Customize Range: The screenshot below shows the operation mode to set Dynamic IMEI for
each card of the designated port. If a card on a port is assigned with a group of IMEls, it will
randomly use any of the IMEI in group to communicate with mobile base.
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Specify IMEI Prefix ® Customize Range Get IMEI From Server

Dynamic IMEI List

Data List | Add New | ! Delete |
IMEI Start IMEI Size Cperation
864460031214530 10000 [Delete] [Edif]

IMEI Switching =
# Enable Continuous call failure: §2IZI

Enahle Cnline Time(Min): ;‘D

Enable Calls Num; _,5[!

Enahle Talks Num: ;‘D
Call dur.

Enable Call dur. Value(Min): T o
Prd(Sec):.

| Submit || Reset |

Port IMEI

Port IMEI A B c D
1 B64460031218614 | | | | |
I

Add New
Click button Add New to expand the data input area to add new data. Fields are specified as
following:
® Data Status: Mark the status of current data record. Option values are Add/Edit. Value Add
means the data is new while value Edit means the data is old.
® IME| Start: Specify an initial IMEI value for the IMEI group, You need to enter the first 14 digits
of the IMEL. The device will automation Send SMS complete the last check digit, and
randomly generate IMEI from this IMEI begin.
® IMEI Size: Specify the number of IMEI backwards generated from the beginning
Click button Submit on the right to save the new data record.
Edit
All the records are displayed in list. Two operations are provided on the right of each record. Click
Edit to expand the current data record to Data Detail Area which is above the Data List.
Click button Submit on the right to save the old data record.
Delete
Click Delete on the right of each record to delete the current record. A message box will be
popped for delete confirmation.
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Get IMEI From Server: Get IMEI from server, needs to be used with SIM Server and set on SIM
Server

7.6 SIM Settings

SIM Schedule
Data List | Acd |
Begin End SiM Slhots Oper.

B0t Boz o3 @os Bos Bos Bor oz @oo @0 B B2 842 814 815 816 pelet
00-00 ||05:30 A
- By B8 uoBo8 BB 8 BB By B B2 80 B3 832 g

| Submit || Cancel |

This function is used to set the SIM card usage policy, for example, As shown, it means that these
SIM cards will be used between time: 00:00-8:30 .

7.7 Mobile Setting

7.7.1 PIN Setting

The screenshot below shows the operation mode to set globally for PIN settings

PIN Setting -

PIM Unblock: 2 Disabled (% Enabled
Fort: I_1 Vi

n | | | | | |

Fields are specified as following:
® PIN Unblock: Specify whether enable the pin unblock.
® Port: starts from 1 to 64
® PIN: Specify the PIN for card A/B/C/D/(more) of the port

7.7.2 Billing Setting

The screenshot below shows the operation mode to set MolP billing. A smart billing server for
mobile port is embedded in MolP Gateway.
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Billing Setting =

Billing®: ' Disbaled ® Enabled
Hangup The Call@': *! Disbaled Enabled *When the balance is not enough.
WUSSD Check: Dishaled '® Enabled

Auto Query Elalance@: ||Z| | * Minutes, the period of sending USSD query command.

“When balance warning send SMS |

to

[ Submit [

Fields are specified as following:
@ Billing: Not Support.
® Hangup The Send SMS: Specify whether enable hangup the Send SMS.when balance is ont
enough. When select enable, the Send SMS will be hang up immediately when run out of
balance. But when you select disable the Send SMS will not be hangup.
® USSD Check: Specify whether enable to get balance through USSD check or not. This field
takes effect only when MolP Billing is set to Enabled.
® Auto Query Balance: Query USSD at fixed time intervals.
The screenshot below shows the operation mode to-set'Caution Balances, Invalid Balances and
The provider ID is detected by MolP Gateway automation Send SMS/USSD. For a new Gateway
without any card inserted, there may be no records:in the two lists.

Index  Provider 1D MName Query Method Caution Elalances'@' Imvalid Elalances@'
502152 Yes 4G Yes 4G lsms v | 2.00 | loss |
2 50212 U Mobile lussD v | 0.70 | .4 |
3 50216 Digi Digi e ED 0.00 | |o.oo |
4 50218 U Mobile |ussD v | 0.70 | s |
| Submit |

Provider:D: Carrier code, different operators can be set separately

Query Method: USSD/SMS, If you set USSD, please set USSD Query Keyword List , If you set
SMS, please set SMS Query Keyword List.

Caution Balances: The device calculates the balance automation Send SMS/USSD by billing,
and when the forewarning balance is reached, the balance will be queried once to calibrate the
balance(Usually set the balance of 1 minute)

Invalid Balances: Balance after calibration, the implementation of automatic calculation of the
balance again, when less than the invalid value will lock, and prompts you(Usually set the balance
of 1 minute)
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7.7.3 USSD/SMS Query Keyword List

GSM/CDMA/WCDMA/4G(LTE) SMS Gateway

USSD Query Keyword List =

Invalid Balance
Index  ProviderlD  Query Command Balance Keywords s Invalid SIM Keywords
1 502152 | | | | |
2 50212 [11e# | [Ba: RM I || |
3 50216 | | | | |
4 50218 [116# | |Bal: RM I || |
|- Inguiry Nuw_| | Submit_|

SMS Query Keyword List =

Index Cperator ID Send Num Recv Num Query Cmd Balance Keys Inval Bal Keys Inval SIM Keys

1 502152 [0183301111 | [0183301111 | [Bal | [Bat: R | | |
B | | | [
s e | ] ] I | i |
4 50218 | | | |

Inquiry Now | | Submit
| |

Fields are specified as following:
® Provider ID: Carrier code, differentioperators can be set separately.
® Query Command: Specify the query. command(If you do not know, please consult your
operator)
® Balance Keywords: Please fill in the USSD or SMS sent query command, in the message

returned by the operator, the front character of the balance value, As
shown:

AA 0183309111 14-30 17-33 RMO YesdG: NC@_I_EIaI: RM;BS.DD. Rebate Bal: RM0.00

| Details(4)

The:balance read will be displayed in the Send SMS status, After setting, you need to save
and reboot to take effect.

® Invalid.Balance Keywords: If the device recognizes this keywords from USSD/SMS, it will lock
the SIM card and prompt no balance.

® Invalid SIM keywords: If the device recognizes this keywords from USSD/SMS, it will lock the
SIM card and prompt blocked by operator

7.8 USSD Setting

The screenshot below shows the operation mode to send USSD through the MolP Gateway.
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7.8.1 USSD Auto Send

GSM/CDMA/WCDMA/4G(LTE) SMS Gateway

Here set USSD can be automation Send SMS sent as needed(For example, you can customize a
preferential SMS package by automatic USSD)

USSD Auto Send —

[ By Dur Min Minutes: | D
[] ByCallDur  Dur Minutes: |0
[C1 By Schedulel Begin Time: DD: 00
[Tl By Schedule2 Begin Time: 00:00
[ By Schedule3 Begin Time: 00:0D

Ma Minutes: o ussh:
Billing Prd(S): &0 UsSsD:
End Time: 00:00 UssD:
End Time: 0000 UssD:
End Time: GO:00 UssD:

Drop
Drop
Drop
Drop

| Submit || Reset |

By Dur.: Automatic timed send.

By Send SMS Dur.: Automatic send according to the Send SMS time.

By Schedule1/2/3: Send USSD within the specified time.
Drop: When enabled, hang up Send SMSing automation Send SMS when conditions are met.

7.8.2 USSD List

USSD List =

. Show Current
USSD Command |*123# [ Capy]
i [ showAllSIM || ClearData |
Statu
[0 Port Command Response
5

10-032 23:13:28 Balance: 47.25
Free Calls: 0 mins
Data: 43MB

0w @ Free SHS E-E: 50
To get a detailed usage report, pls dial #1341%
(Charge: Rs.1)
10-04 03:44:20 Balance: 71.40

LR ' Free Calls: 0 mins
10-04 03:44:19 Balance: 114.24

K. a8 b Free Calls: 0 mins
10-04 03:44:19 Balance: 219.70

[Tiaa ‘ Free Calls: 0 Mins

[ 54 . 10-04 03:44:'_19Yc|urElalance—Rs.8.5.85
To get a detailed usage report, pls dial #1341#%
10-04 03:44:18 Balance: 12049

6B
L] . Free Calls: 0 Mins

Fields are specified as following:

® USSD Command: The value of the USSD
® Port: Select tick to need send USSD ports
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® Response: Show respond to the content of the carrier
® Send: Press this button, will start sending USSD

7.9 Automation

7.9.1 Scheduled Sending SMS

sMs waming®: | Disables v |

SMS Receiver for Waming: | |

| Subrnit | Reset |

SMS Warning: A SMS warn the gateway manager to check the SIMs when they are locked(Not
mobile operator blocking, it's the politic schedule to limit the SIM use.time, use frequency to avoid
blocking).

7.9.2 SIM Online Time Checking

SIM Online Time Checking

Enable or Mot #/ Enable

Drop Call: Enable * Drop the active call when anline time expired.
Online Time: [120 | * Minutes
Locking Duration: !EEI | * Seconds, 0 means no lock and -1 means forever.

Drop Send SMS: Enabled, the online time to meet the conditions, immediately hang up. Not
enabled, it will wait for this Send SMS done.

Locking Duration: Here to set the card slot lock time, fill -1 means always locked that when you
manually replace the SIM card will reset

7.9.3 Accumulated SMS Count Checking

Accumulated SMS Count Checking

Enable or Not: ¥ Enable
* Reset the condition when switching to next SIM
Reset When Switching: '~/ Enable
card.
USSD GQuery: Enable * Send USSD query command before switching.

Accumulated SMS Count: [100 |

* Seconds, 0 means no lock while -1 means

Locking Duration: IIZI |

permanent lack.
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Accumulated SMS Count: The card that is in use takes effect when the number of issued SMS
reaches this value
Other : Please refer to 7.11.4 for instructions

7.9.4 Accumulated Failed SMS Count Checking

Accumulated Failed SMS Count ChecKing

Enable or Mot: ¥ Enable
* Reset the condition when switching to next SIM
Feset When Switching: Enable
card.
USSD Query: Enable * Send USSD query command before switching.

Failed SMS Count. 20 ‘

Locking Duration: |0

. ‘ * Seconds, 0 means no lock while -1 means

permanent lock.
Failed SMS Count: The card in use takes effect when the cumulative.number of SMS failures has
reached this value
Other : Please refer to 7.11.4 for instructions

7.9.5 Consecutive Failed SMS Count Checking

Consecutive Failed SMS Count Checking

Enable or Mot: ¥/ Enable
* Resetthe conditicn when switching to next SIM
Reset When Switching: Enahle
card.
USSD Query: Enable * Send US3SD query command before switching.

Consecutive Failed SMS: & |

* Seconds, 0 means no lock while -1 means

Locking Duration: H |

permanent lock.

Consecutive Failed SMS: This is only valid if a consecutive Failed SMS
Other : Please refer to 7.11.4 for instructions
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7.9.6 Accumulated Received SMS Count Checking

Accumulated Received
Enabls
SMS Count Checking:

Reset When Switching: Enable Reset the cond when any other cond iz reached

K |

SMS Content Keywords: i‘mu have fully consumed ';-:I

Accumulated Received
SMS Count:

SM5 =ending number: |DETD |

Locking Dueration: l | Seconds, D means no lock while -1 means permansnt lock.

This function locks the SIP card after receiving the text message with the specified content sent
by the specified number, for example, lock the SIM card according to the prompt message of
insufficient balance!

Accumulated Received SMS Count:Number of SMS received

SMS Content Keywords:The keyword of the SMS content, the SMS with this content will be
considered to meet this condition!

SMS sending number:It must be the text message sent by this'sender to identify the SMS content

Other : Please refer to 7.11.4 for instructions

7.9.7 Reasons for SMS module error

Reasons for SMS moduls
Enable

Ermor;

* The reazon for multiple moduls emror codes is used: to
Module emor code: | CIW) |

digtinguish

Release Cause Times: | 3 |

Module error code: When the error code is returned for the specified number of times during the
sending of the’'SMS; the SIM will be locked!

7.9.8 Port Inter call Checking

Port Inter Call Checking: & Enabie

Reset When Sv.-it:hing‘é.i‘: I Enable Reset the cond when any other cond iz reached
USSD Cuery: ClEnable Send US5D query command before switching
Switch When Reached: Enable If dizabled, only lock the SIM.

Port Inter Calls: i: |

Locking Durafion: |3-:- | Seconds, 0 mesns no leck while -1 means permansnt lock.
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This function is used to detect the number of times the ports hit each other, lock or lock and
switch SIM cards when the conditions are met !

7.10 SIM Pool Setting

The setting here is to allow the device to run on the SIM card that receives the SIM card (the SIM
card is no longer required on the MolP). SIM card installed on SIMBANK. SIMBANK through the
Internet SIM card will be transferred to the use of MolP. MolP and SIMBANK can be used across
countries and

regions.
siv Poll€¥: | Enable v |
* If connect directly to a SIM pool device, disable the
Registratinn@': |Ena|:n|e v | )
registration.
Server Address: | | * Add ":port” to specify a special port.
Username: | |
Password: | |
Status:
| Submit || Reset

Other Settings -
SIM Allacation Mude@' * Active means request to server and Passive means wait

; | Active v |

servers requeast

* If enabled, the policy of page Lock/Switch Card will be

Use Local F'nliu:y@: | Disable v |

used.

Signal Transport: |UDF' r |

| Submit || Reset

Registration: This means registering with the SIM server

Server Address: Please enter the SIM Server server IP

Username: Please fill in the account from SIM Server

Password: Please fill in the Password from SIM Server

Status: If the registration is successful, it will prompt ok

SIM Allocation Mode: Active mean that MolP voluntarily applied for a SIM card to SIMServer /
SIMBANK

Use Local Policy: When enabled, the settings for MolP Automation will take effect, and the
Automation settings will be obtained from SIMServer when disabled

Signal Transport: When UDP is unstable, you can try TCP
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7.11 Inter Call Setting

7.11.1 Port Inter calling

The screenshot below shows the operation mode to set globally for port inter- Send SMSing.

) *If enabled, device will enable the feature by following
PortInter-Calling: O Disabled (& Enabled Y
conditions.

*If enabled, the callee will send a M3 to caller before
Send SMS: & Disabled C Enabled

inter-calling.
Min Call Duration: I1 | Minutes
Max Call Duration: !2 | Minutes

Fields are specified as following:

® Port Inter calling: Specify whether enable port Inter calling.

® Min Send SMS Duration: Specify the minimum Send SMS duration.

® Max Send SMS Duration: Specify the maximum Send SMS, duration.

This panel allow SIMs in the gateway to Send SMS each'other randomly. Consider that SIMs
inside only Send SMS out all the time, so it's easy to be judged as an illegal use.

When enable “Port Inter calling”, every SIM can receive income Send SMS in period which is
custom option in “Conditions Settings”.

7.11.2 Conditions Settings

The screenshot below shows the operation mode to set conditions settings of port Inter calling.

By Device Cnline Time: Enable

Min Interval: |G0 | Minutes

Max Interval: |‘12E| | Minutes

Consecutive Failed Calls: Enahle

Failed Calls: |5 |

By Consecutive Calls: Enable

Consecutive Calls: |ED |

Total Call Durations: Enable

Call Durations: |BD | Minutes

Fields are specified as following:

® By Device Online Time: Gateway will start port Inter calling by the device online time, and
the time between min interval and max interval.
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® Consecutive Failed Send SMS: Gateway will start port Inter calling when reaches the
consecutive failed Send SMS.
® By Consecutive: Gateway will start port Inter calling when reaches the consecutive Send
SMS.
® Total Send SMS Duration: Gateway will start port Inter calling when reaches the Send SMS
duration.
According to the actual situation, input the reasonable numerical.

7.12 SIM Num Settings

The screenshot below shows the operation mode to get Local Number by USSD

Cperator ID Method & Content NumherKey@' Service Num Recv Num Translation &
sz [usso ]| || I I [eE -
NONE
EE | | Inguiry Now | | Submit || Reset |

Sl [

Fields are specified as following:

® Method: when enable it, gateway will get the. SIM-number by USSD command/SMS command
/SIM storage

® Content: Specify the USSD command/SMS command for querying SIM number.

® Number Key : Here to fill in the SIM ¢ard number in front of a few characters (Please refer to the
mobile settings inside the balance query keyword setting method)

® Prefix Translation: change the SIM-number prefix(You can remove the country code, the device
is displayed as local number).

The screenshot below shows the operation mode to set local number manually.( If the above
methods are unable to obtain'the number, you can also manually enter the number here)

Port SIM Number

1A A | &l | | | 0| |
24 A | | | ¢ | o |

Fields are specified as following:
® Port No: The MolP Gateway mobile port. Each port contains one or four card slots. Port No
starts from 1 to 64.
Number A: Specify the number for card A of the port
Number B: Specify the number for card B of the port
Number C: Specify the number for card C of the port
Number D: Specify the number for card D of the port
Number More..
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7.13 Auto Recharge

This item is used to configure automatic recharge settings, which need to be used with automatic
recharge server(If you have server, please contact YX NOC install auto recharge software)

Path: Gateway Setfings—>Auto Recharge Settings Refrash

Auto Rechargeﬁ':

Enable v

Server Address: * Add ":port” to specify a special port.

Username: |

Passwaord:

Status:

| Submit || Reset

Other Settings Collapse

*If balance reached to this value, the auto-recharge will be

Min Balance:

frigger.

submit || Reset
7.14 Status Notification

This setting is used to push the status information of the device to the specified
server!

Enable: |Enabled v
URL:
Interval time: |EG |*Secs
[ Submit |[ Reset |
CDR: |Enabled v/
Receive SMS: | Disabled v
Sent SMS: | Disabled v/
Call Control: | Enabled v
SMS Control: | Disabled v
Traffic Control: | Disabled v
| Submit || Reset |
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7.15 Internet Setting

GSM/CDMA/WCDMA/4G(LTE) SMS Gateway

Data Flow Schedule o
Data List [ Add
Begin End Consumption Flow(MB) Oper

Mo Data

| Submit | Cancel |

URL Settings

URL=

Seperated by comma or CRLF.

(Max to 1023 characters)

Submit || Reset
Operator 1D APN User Mame Password

| Submit || Reset
Internet Traffic Settings: This item is.used to set the Internet access conditions. When the
conditions are met, the Internet access operation will be performed automation Send SMS one

times
URL Settings: This is used tofill in, you need to make the device visit the URLs

APN Setting: Please enter the APN you want to define in different carrier codes

8 SMS Setting

8.1 Port Setting

SMS port settings =;

YX Technical department
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This setting can enable or disable the SMS function of the port, and set the SMS center number

8.2 SMS Setting

8.2.1 SMS Inbox

The screenshot below shows the operation mode to receive sms.

SMS Inbox =

SMS List [ Refresh ] [ Clear ]
Port Sender Time Content Operations
o | BEIRT: 558 LRIRE0 00M8, EARH HRRE000MB. 1y -
W 1000 008130 g, B iaERIEEER RChal 9910010 cnliirs
4o |BEIRT: 55 LRIRE0.00MS, EARH HRHB0.00MB. 1 -
Ao 10000 00D | pen, EpipiaRireE ARchal gd10010.colits
., |BEIET: 1558 FRIHB0.00MB, EABH HRHB0.00MB. M [ HamieE)
A 10010 10-06 13:52 T20ah, B]iRia i EEE fRchat gd 10010 cniirs - Details(3)
op | BEIET: 550 LRIRE0.00M8, FAH HRPHE0.00MB. 1 -
8 0010 008402 gy, mribiapATEEE chal 9d10010.cn/lirso

Fields are specified as following:
® Port No: The MolP Gateway mobile port. Each port contains one or four card slots. Port No
starts from 1 to 64.
® Sender: Specify the sms sender.
® Time: Specify the sms receive time.
® Content: Specify the sms content.
® Operations: Click the Detail\button to get more detail about the specify port.
The screenshot below shows the operation mode to get sms details.

SMS Details Collapse

Please Select Port: | 3

o

Please Select SIM: | B v/

SIS List Back || Refresh |[ Clear || Delete |

[l Port Sender Time Content Operations
I‘(UurAC Balance Rs. 100. Dial *344# to check

] 2. 10011 10-0% 19:04 | balance Rs300 Top-up cards now available in retail

shops!

Fields are specified as following:
® Please Select Port: Specify the port.
® Please Select SIM: Specify the sim.
® Port: Specify the port.
® Sender: Specify the sms sender.
® Time: Specify the sms receive time.
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® Content: Specify the sms content.

® Back: Back to the SMS content web page.
® Refresh: Refresh the web page.

® Clear: Clear the sms.

® Reply: Reply the sms

® Delete: Delete the corresponding sms.

8.2.2 SMS Settings

SMS Settings =

Sending Interval: - * Seconds

L

SMS Format: @ AUTO I PDU OTXT 2 1508858-1
Status Report®:  ® Disabled O Enabled
Zms Send Max Length: |-:- | * Default 0 is not limited, the unit: byte
Sms Send Max Count: |-:- |* Default 0 is not limited
Sms Send Over Flow

| Refuse w | * Default rejection

Proc:

Countrule®: |0-0-140-5 |

Forward F'ru::tm:u:ulﬁ: |G5r'.-1 v|

Sending Interval:Please set the sending interval you need. When the time is set to a certain period
of time, it will be sent at a random time within this time range.

Status Report:When successfully sent or receiver have received, you will receive a successful
notification SMS (This feature depends.on carrier support)

Other settings: if you are not familiar. with it, please keep the default!

8.2.3 Scheduled Sending

This function is set to send SMS automation Send SMS
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Scheduled Sending =

Content:

* Semi-colon can be used to

Recipients: \ )
separate mulfiple receivers.

(] SendTo Local SiM@

[ By Duration: Minimum Minutes: | &0 Maximum Minutes: | 1440
(] By Consecutive Failed Calls: 0

(] By Consecutive Calls: o

[C1 By Call Duration: 0 Minutes

Fields are specified as following:

® Content: Specify the sms content.

® Recipients: Specify the recipients. Semi-colon can be used to separate multiple receivers.

® Send To Local SIM:Enable this feature and set the local'SIM’s number,the inter port will
send sms.

® By Duration: Gateway will start sms sending by the device online time, and the time
between minimum minutes and maximum minutes.

® By Consecutive Failed Send SMS:Gateway will start sms sending by consecutive failed
Send SMS.

® By Consecutive Send SMS:Gateway. will start sms sending by consecutive Send SMS.

® By Send SMS Duration:Gateway will start sms sending by Send SMS duration.

The screenshot below shows the operation mode to send SMS through the MolP Gateway.

Send S5M5 -

Clor Ooz oz Clos Cdos Cos Clor Cos
Cloo Odqo0 OO Oz O1z O14 Oas Cas
O47 O4e O41s O20 C24 O22 C2z 24
O2s O2s C27 C2s C2e C030 31 Oaz

Please select ports: (] Al

* Semi-colon can be
Receiver List: usedtoc separate multiple
receivers.
SMS Content:
Successful SMS: |35 | [Clear]
Falled SMS: |0 | [Clear ]

® Select port. The module here means MolP mobile port and the SMS is sent out through the
card which is in service on this port.

® Input the receivers separated by semi-colon.

® Input SMS content and click button send to send out the SMS.
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® Field Received SMS is used to display the last response of the SMS sent out, if the response is
not empty.
® Field Successful SMS Number records down the total number of SMS which is successfully
sent out. Field Failed SMS Number records down the total number of SMS which is sent
failed.

8.3 SMS Forward

8.3.1 Email to messages

This function is used to set up to send a short message according to the content of the email when
an email is received!

Email to messages T

Email to messages: |Enabled V|
Sender: | | * Email Account
Passward: | | * Email Pazsword
Mail Sending Interval: |15 W | * Minuies

| Submit || Reset |

8.3.2 SMS to HTTP

The screenshot below shows the operation mode to set HTTP protocol of forwarding SMS.

SMS to HTTP =

Forward Protocal@: |HTTP-POST v
ik | | *Tl'.va hitp:#f protocol prefix can be
omitted.

User Mame: | usernafn&|= | | * Parameter name = valus
Password: | passwu:urd|= | |

Sender: | sender| * Parameter name

Receiver: | reneiver|= | | Enable
Device Port: | pc:rt|

Charset: | charset| = | UTF-3 v |

Content: | cont&nt|

“Submit | [Reset

Fields are specified as following:
® Forward Protocol: Specify the forward protocol HTTP(POST/GET).
® URL: URL to receive this SMS push on your server!
® Username: If you need ,Specify the username.

YX Technical department ~ 38 ~




@YX International
# E7] Bx

GSM/CDMA/WCDMA/4G(LTE) SMS Gateway

® Password: If you need ,Specify the password.
® Sender: the sender who receives the SMS.
® Receiver: If you need ,Specify the receiver.
® Device Port: The port number to receive this SMS in device.
® Charset: Specify the charset, UTF-8/BASE64/PDU.

® Content:SMS Content.

8.3.3 Basic Settings

Basic Settings

Forward Protocol 0 ! [GSM

| Submit || Reset |

Port Applicatioin Feature

Port Mo.
1

Forward Protocol(GSM):

Faorward Mumber

L |

SMS Center

L]

This feature forwards text messages to another mobile phone user
® Forward Number: Please enter the mobile number‘you want to forward to.
® SMS Center: SMS center number.

Basic Seftings

Forward Prmu:nlﬁ ! [SIF'

~)

Server |P: |

Content-Typs: itext-‘plain

Content Charset: | UTE-2

¥

* If zet to emply, the SMS will be =ent to SIP server.

* the full content fype of SIP MESSAGE body.

[ Submit || Reset |

Forward Protocol(SIP):

® Forward Protocol: Specify forward protocol sip.
® Server |P: Specify the sms server ip.

® Content-Type: Specify the Content-Type.

® Content Charset: Specify the content charset.
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Forward Protocol®@: [Email v
Content Before® | Disabled hd |
Multiple Port. | Disabled v|
Senderl: | | * Email Account
Password: | | * Email Pagsword
* Multiple recipients, sepsrated by
Recipient: | | i
Global Subject®: | |
(S Reset

Forward Protocol(Email):

® Content Before:Format, Disable:content will in front; Enable:content at/the end.

® Multiple Port:Set by every ports.

® Sender: Email account (The device will log in to this mailbox, and then.send an email
containing SMS content to the specified email address through this mailbox.).

® Password: Email password.

® Recipient: Receive SMS content email address

® Global Subject: Email Subject.

8.4 SMS Ctrl Setting

SMS Ctd Mode: | FLASH v|
SIM Exhaust Operation® : | Switch SiM v|
Only Successful SMS: |Enabled v |
Set by Each Port: | Disahled w | *Using variable limitation for sach port.
s SMES: |3 means dizabled *to use this feature, pleass set the NTP server

Max SMS / Day: |4§€- * {0 uze this feaurs, pleaszs st the NTP server.

e SMS J/ Month: |_T means disablec * to uze this feature, pleaszs st the NTP server

Submit || Cancel

SMS5 Statistics =

Data List | show Current || Show Al SIM | | Batch Reset | | Submit |
] Port Status Tatal SMS Remain Draily SMS Remain Monthly SMS Remain Operations
(] H @ 1524 Unlimited 274 222 Unlimited [ Reset
| H @ 1510 Unlimited | 272 224 Unlimited Reset
O H @ 1516 Unlimited 270 226 766 Unlimited Resat

Switch SIM: When the sent SMS reached the maximum. It will switch to next SIM card
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Set by Each Port: Using variable limitation for each port. When this setting is enabled, set each port
separately, If setis "0”, this is not enabled
Max SMS: The maximum total number of sent (Need to set the time server, and read the local time
correctly)
Max SMS / Day: One day the maximum total number of sent
Max SMS / Month: One Month the maximum total number of sent
SMS Statistics: Here will be Statistics all ports to send SMS data situation(Reset button to reset
the sending status of this card) This data will be stored in the sim card

8.5 SMPP Setting
SMF'F'E'!: |SER"-,"EF{ W | Port: |-:.‘- * Add ":port to specify & special port
Data List [Add | [ Delete |
@ SMPP Account Password Yield Code Report Code Dest Addr TON Status
Mo Data
| Subrnit | Reset |

Advanced Settings

Forward Sms: | Dizabled L' | Sms Report Msg Type: | Deliver_SmM ~ |
Submit Responze: | Submitted RS | Submit Timeout: |6ﬂ * Minutes
Report Response; | Sent w | Report Timeout: |6ﬂ- | * Minutes
Auto Clip Routing: [ Disabled v

Fail Retry: |-L‘- | Max Gusue Size: |&}3 |
= ed s Fror Co 3 er & refr b li 2
Retry Codes:
s
[ Submit | Reset |

Translation List ==
Data List [ Add New | | Delete |
l Callee Prefix Digits Stripped Digits Added Operation
Mo Data

SMPP Protocol version 3.4, TOP: This option will be added to provide the user to report on this
parameter

CLIENT:Please set the “account” “password” “IP” and “port number” from the SMPP server ,
Sms Report: If you need sms report, please enable this setting, generally please keep it enabled
If the registration is successful, the status will prompt green “transceiver”
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SERVER(This mode depends on the public IP, This mode can be used to connect to the SMPP
platform, and the device will send the SMS from the SMPP platform through the SIM card):
Please set the “account” “password” and “port number” and let the client settings same and
registration to MolP
Sms Report: If you need sms report, please enable this setting, generally please keep it enabled
If the registration is successful, the status will prompt green “transceiver”

8.6 EIMS Setting(SMS Server Registration)

This setting can be used to running the network SMS business, which needs to be connected to the
SMS Server IMFS or EIMS system. you can also contact your account manager and provide us with
an SMS route. We will run the network SMS business together.

Please provide the device's MAC to the SMS partner company.

Server Type: Please select EIMS to run SMS Business.

Server Address: IMFS/EIMS SMS Server IP (Please get it from your SMS.business partner
company)

User Name: Register account (Please get it from your SMS business partner company)

Password: Register password (Please get it from your SMS business partner company)
Registration Status: When it displays OK, it is register success

Server Type@: |EINES w |

Server Address: |abcdefghijklmn.cam * Add ":port’ to specify a special port.

UDP/TCP: |UDP v/
User Name: |¥X123456729 |
|

[
Password: |seee

Reqgistration Status: QK

| Submit || Reset |

8.7 SMS Prefix Route

This setting is used to.limit the prefix of the number when running the network SMS business to ensure
that the number.number conforms to the sending rule of the SIM card.

This setting only support SMPP connect , This setting is used to limit the prefix of the number when
running the network SMS business to ensure that the number number conforms to the sending rule
of the SIM card.

Prefix Route: | Enabled v
Data List [ Acd New | | Detete |
Counfry Code@ Operator ID@ Receive Number F‘reﬂx@
I
1 B6 | lssoo1 | [p132.0131 |
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8.8 SMS Filter

SMS spam filter. | Enabled
maximurm 1024 olon
* Muliiple numbers ssparated by
Mumber prefix blsckist: 7
semicolons
e
maximum 1024 digiis, including the semi-colon
* Multiple sensitive Word separsted
Sensitive Word: ]
by semicolons
e
| Submit || Reset |
SMS Trash Box ==
SMS List | Refresh | | Clear |
Port Sender Time Content Operations
1H ‘ ‘ | (Detsils0) |

This function is used to filter the received spam text:messages, and the filtered text messages will
not appear in the inbox

8.9 MMS Settings

Mumber of MMS

5
attachmentsﬁ: |

MMS attachment size®: 300

*KB

Reset
Proxy settings =

Operator ID MMSC MMS Proxy MMS Port  Contextld
50502 |nitp:/mmsc.optus.com.au:8002/ ||61.88.190.10 | |s070 |1 |
50501 |hitp:immsc.telstra.com:8002 |[10.1.1.180 | [0 |1 |
50503 | I | [0 |1 |
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. Cot1 Doz Coes COoa Oos Dos Dor Dos
Please Select Port: All
Cos 1o O Oz Oz T Cas Ts
1 15 digits. including the semi-colon!
* Semi-colon can be used to separate
Receiver List:
multiple receivers.
%
Subject:
p
400 AS( aractors or m 1 D Ic
Send MMS Content: | Send
Z
MMS Attachment:
| Insert Attachment |
Send Successful MMS: |0 | [ clear |
Send Failed MMS: |0 | [ Clear |

MMSC/ MMSC Proxy/ MMS Port: These three parameters need to be filled in correctly before sending
MMS(The parameters of each operator are different)

9 System Setting

9.1 Network Debug(Test Network)

The screenshot below shows the‘auto ping settings

Start Ping on device up =

Auto Ping: (O Disabled & Enabled

IP: |
Package Size: |55 |

Last Time |EDD | * Seconds, 0 means pinging all the time.

| * Device will restart if actual package lost rate is lower than

this value.

Package Lost Rate: |3

Fields are specified as following:
® Auto Ping: Specify whether enable auto ping, when the device power on to runing.
® |P Address: Specify the ip address.
® Packet Size: Specify the packet size.
® Last Time: Specify the ping duration.
® Package Loss Rate: Specify the package loss rate.

The screenshot below shows the manual ping settings
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Auto Ping: @® pizabled ) Enabled * Ping automatically when system hooting.

IP or Host: |wv.'w.gougle.com

Packet Size: |56

* Default is 56 bytes

|
|

Facket Count: |4 | * Defaultis 4, 0 means always ping ...
|

Save Results: | Dizabled L4 * Save Ping result to log

Result: [Submit | [ Star..

PING wwwi google com (64 233.170.103) 56 data bytes

64 bytes from 64.233.170.103; seq=0 tti=59 time=37 907 ms
64 bytes from 64.233.170.103; seg=1 =59 time=34 995 ms
64 bytes from 64 233.170.103; seq=2 ttl=59 time=35.03% ms
64 bytes from 64.233.170.103; seg=23 ttI=59 time=35.030 ms

- www google com ping statistics —
4 packeis transmitted, 4 packets received, 0% packet loss
round-trip minfavg/max = 34.995/35.742/37.907 ms

Fields are specified as following:

® |P Address: Specify the ip address or domain name.

® Packet Size: Specify the packet size.

® Packet Count: Specify the packet count.

The ping tool is easy to check the gateway network status. Especially when Send SMS can’t
connect but every SIP parameters are correct, this tool will be helpful to find out problems.
The following is used to capture packets, non-professionals, please do not operate

Auto Capture: |Disah|ed
IF or Host: |
Port: [0

File Size: | 2M*3

-

* capture automatically when system booting.

* blank means do not limit the ip address.

* Defaultis 0,0 means all ports

-

| Submit || Start ...

9.2 Log Settings

This.item.is used to set the device needs to record the log and save the relevant information can be
used.for engineering personnel to maintain and check the equipment status, please ignore in the
normal use.
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Log File =

Log File Count: | 5 [ * The size of single logfile is 1MB.
UTL Log Level: | WARN v|
SIP Log Level: |INFO v
Network Log Level: | EVENT v
Log Server: |abcdefghijk.u:nm |
Send Log To Server: | Disahled v|
E=n
Log Modules =
O roTs O ccm O sip SIF Message | SIP Route
O wireLess [ psp [ esp O spc ] eem
O ETM O re [ LeD O ume O ear
[Ganc |

CPU & Memory

CPU & Memory Mon: | Dizabled

9.3 File Management
This is used to export and view log files, please ignore in the normal use

Seq. Filename Madification Time Type Size Operations

1 messages log 1970-01-01 00-00-30 log 173601 Delete || Export |

9.4 User & Device

9.4.1 User

The screenshot below shows the operation mode to manage system user.
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Data Detail
Data Status: Account Password Privilege:
Add Admin -
| | Submit
Data List - AddNew || [ Delste |
[ Account Privilege Operation
root Admin [Edif]
[ user User [Delete] [Edif]

Default User
The default system user account is root. This account can't be deleted and only.Password and
Privilege can be modified for this account.

Add User
Click button Add New to expand the data input area to add new data. Fields are specified as
following:
® Data status: Mark the status of current data record. Option values are Add/Edit. Value Add
means the data is new while value Edit means the data is old.
® Account: The user account used to login web system. The account value can not be modified
after save.
® Password: The password used to login web, system.
® Privilege: The privilege of user. Option values are Admin/User.

Click button Submit on the right to save the new data record.

Edit User
All the user records are displayed in list. Two operations are provided on the right of each record.
Click Edit to expand the current data record to Data Detail Area which is above the Data List.
Click button Submit on the right to save the old data record.

Delete User
Click Delete.on the right of each record to delete the current record. A message box will be
popped fordelete confirmation.

Another shortcut button is also provided on the top right of Data List to delete multiple selected
records in batch. A message box will be popped for confirmation of batch delete.

9.4.2 Device Settings

The screenshot below shows the operation mode to set Device settings.
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Device Settings

Device Alias: | |
Aute Reboot: |D | * After running specified times(hours)
Scheduled Reboot: |Disah|ed v|
Submit

Fields are specified as following:
® Device Alias: Specify the device alias.
® Auto Reboot: Specify the auto reboot time.
® Scheduled Reboot: Specify the scheduled reboot time.

9.4.3 Date And Time

The screenshot below shows the operation of date and time settings.

Date And Time

Time Zone: |+8 |

Time Server. ||3-:u:u|.nt|3.0rg | *MTP Server's hostor IP address.
Submit

The default time zone is UTC+8, you can change the time zone as your country. For example,
Bangladesh is UTC+6, and change as +6. If your device is not touch with the internet and want to
get accurate time, the time server will help.

9.5.4 Remote Mangement

The screenshot below shows the operation mode for remote management.

Network Management System’T!

Server Type: (U NONE ® ERMs O ETMS

Server IP: |abcdefghijklmn.c0m |

ERM Server Port: 50000

Account: |5‘1123455?39 | Mo account? Register nowl

Password: | ------
Status: OK

Submit |

Remote Management is used to manage the MolP Gateways located in other physical locations.
Network must be available for the gateway to communicate with ERMS or ETMS Server, When the
registration is complete, you can access your device from the ERMS/ETMS server at any
time/address.

(If you need an ERMS/ETMS server for remote device management, you can contact us for free
installation services)
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9.4.5 SNMP

This is the connection configuration for the SNMP protocol, which you can configure if you have an
SNMP server

SNMP: | Enable .
Listener Port |151

* SMMPF listening port

Rw Community: |private * Community name for SNMP access

|
|
Ro Community: |pub|i|: | * Read community name for SNMF access
|
|

Enterprise: ||II

| Submit || Reset |
Data List | Add New | | Delste |
= IP Part Community Operation

Mo Data
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9.5 Role Management

Role list Collapse

Data List [ Add |
Cperatio
Role Mame Home Permit
n
Admin System Stat v All Permit
+ Call Status “ Device Status ¥ System Status
Status

+ Traffic Statistics ' Media Statistics ¥ SMS Statistics
Infarmation
+ InterCall Statistics

' 1JSSD Setting ¥ SIMPOOCL Setting
Gateway “ 5IM Num Settings ' Callback Setting
ser System Stat v

Settings “ Callwait Setting ¥ Auto Recharge

! Status Motification ' Internet Settings
SM3 Setting % SMS Ctrl Setting ¥ SMFPF Setting

System
¥ Log System ¥ Module Update
Settings

| Submit || Reset

Add: You can add and configure permissions, which can be assigned to the corresponding user
when completed.

Role Name: The default is Admin and User, If you need to configure related permissions, you need
to add a Role

Home: The default home page is.displayed

Permit: The list of permissions. this role can use

9.6 Update/ backup & Restore

The screenshot.below shows the operation mode for system update/restore.
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Import File -

File Type: | Firmware vJ
File Mame: | || l‘iﬂJﬁ o |
Click "Export’ button to export the configuration.

Restore To Factory

Click 'Restore’ button will restore systemn to factory settings.

System Update
The content for system update includes:
® firmware
® configuration
® ramfs
® kernel
® uboot
® debug tools
@ voice prompt
@ voice cfg
® mac file
o lic file
® customized
The configuration fields are specified as following:
® File Type: Specify the content to update. Option values are listed above.
® File Name: Specify the content file name. Click button Browser and then select the target file
from the popped file selection window.

Export Configuration
Click ‘Export’ button-to export the configuration

Restore To Factory
System restore.is used to restore the system to default settings. A message box will be popped
for the confirmation of restore.

Firmware Version :
Please contact your account manager to get it!

9.7 Save & Reboot

Generally, any modification should require the reboot of MolP Gateway to bring the modification
into effect. However, single Save without Reboot is also frequently used to save the modifications
which will be effective on next reboot of MolP Gateway.
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Operations =

Select Operation: [ Save ] [ Rehoot ]

The screenshot above shows the operation buttons. Button Save is used to save all the
modifications while button reboot is used to save modifications first and then reboot device
immediately.

10 Typical Used Scenario

This chapter presents some typical used scenarios for reference.

10.1 Landing from IP to Mobile Network

MolP Gateway is now used more and more for telephone carriers to land their IP Send SMS to
mobile network. It plays the role of converting IP telephone signal to GSM telephone signal, relaying
the media stream between IP network and Mobile network.

MolP Gateway can be placed either in the LAN of SMS platform server or in public network

environment which can be accessed by SMS platform server through public IP in different physical
location.

10.2 Access from Mobile Network to IP

B /S cant
—\
HTTP.:FI::.I SMPP / E]

MolP
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MolP Gateway can be used as the access from mobile network to IP, can send and receive
SMS/MMS & Email. Any Send SMS made to the mobile card inserted into MolP Gateway will be
routed to IP network and connected to SMS platform server. The SMS platform server can redirect
the Send SMS to final destination user.

11 HTTP API
11.1 Send SMS

11.1.1 GET HTTP

URL format is like this :

http://host:port/goip_send_sms.html?port= device port&username= device login
username&password= device login password&charset=utf8&recipients= recipient number&sms=
SMS content

host:port: Gateway IP address and Port(if do not fill in the.default 80)

port: specify which port send the sms out, if don't have. this option, it will random choose 1 idle port.
username: device login username

password: device login password

charset: the SMS content code. utf8, gh2312available, default is utf8

recipients: the SMS receiver, separate.with ;" if send multiple receiver

sms: the SMS contents.

for example:
http://1.1.1.1:8080/MolP_send_sms:html?port=16&username=root&password=root&charset=utf8&recipi
ents=10010&sms=cxye

11.1.2 POST HTTP

URL format is like.this :

http://host:port/goip_post_sms.html?username= device login username&password= device login
password

username: device login username

password: device login password

Parameter Content-Type in HTTP head should set to ‘application/json;charset=utf-8’
POST data: {“type”:"send-sms”, “task_num”:n, “tasks”:[{“tid":tid_1, “to”:PhoneNumber,
“sms”.content},... {“tid”:tid_n, “to”:Receiver Number, “sms”:content},]}

n:Total number of tasks for this API;

tid_1/tid_n:Task sequence number: any number can be filled in;

PhoneNumber:Receiver Phone Number;

Content:SMS message content;

Send Success Back: for example:
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{"code":200,"reason":"OK","type":"task-status","status":[{"tid":98,"status":"0 OK"}]}

11.2 Receive SMS

HTTP URL format is like this :http://host:port/goip_get sms.html?username= device login
username&password=device login password &sms_id=xxx&sms_num=xxx

host:port: Gateway IP address and Port(if do not fill in the default 80)

sms_id: From which SMS began to receive (default 1, it mean Device receive the first SMS start)
sms_num: receive SMS amount (default 0 ,it mean receive all SMS )

Received All SMS:

http://host:port/goip_get_sms.html?username=device login username&password=device login password
For received SMS:

To report: "code SCTS," code of 0 indicates success arrived, utf-8

Ordinary message: utf-8 BASE64 encoding

11.3 USSD

11.3.1 HTTP Send URL

http://host:port/goip _send_ussd.html?username=root&password=root&port=1&ussd=*123%23
(Click on the link above or fill in this url in the browser, or send through the java program
host:port: MolP IP address, if have set port,,please add it(default 80)

username: device username

password: device password

port: specify which port send the sms out, if don't have this option, it will random choose 1 port.
ussd: the ussd contents (if your.ussd have #,please use %23 instead)

11.3.2 HTTP back:

Demo:

{code:0,reason;”OK”, resp:"your balance is 100.00$"}
code:back'code

reason:ussd send status

resp: ussd contents.
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